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The initial problem
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A Study of Critical
Dependencies
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GNSS threats

Global navigation satellite system (GNSS) is often described as an “invisible utility”

Table 1.1 | Some of the vast range of applications that already use GMNSS for timing, position and navigation

Timing (T)
Commercial & civilian
Telecoms
Wireless comminicalions netwons
DAE & DTV synchronisation
Featibwsay e liming
Financial transactions
Aot Teter Machies

Legal & enforcement
Fisfieries prafedion & vessel Iraking
Border o
Ervroonrental prolection
Prisoner fracking
Rkt tols
Security & tracking
Asset & floot trackeg
Child profecticn
Thett prevenon
Gen fening
Prisoner tagging
Traking & control of hazantous substances
Transport services
e
Tads & cats
Car insurncE pricing
Letsure & entertalnment

Gaming

Precisian agricutture

Tractors & combine harvesters

Smarl fertiisaion

Marine

Hychiograghic suneying

Cabie laying

Collesion avokkance (Suee, Parame canals)
Marine AIS {automatic identification systems)
GPS buoys

Sub-alomic particle experiments

UTC time transter

Fanfheusis sesemoligy event lming
Fower grid synchronisation & maintenance
Military

Fadar tme syncnronisation
Commurecations symehronksation

ECDNS (electronic chart display & mformation systems)
M ogeraions, port automalion
Container tracking

Drerkjing

Trawdar monitoeing of net snagang
‘essel atfiuck: & hesing

Auiation

Ememency Locator Tansmitiers

Air traffic confrol

Milrtary

Command & control

Balfiespace management

Mine warlare.

Target acquisition & fracking

Civil Engineering

(Grading [earthworks)

R & construction conlrol
Detormation monltoring & subsigence
Bnoges & dars

Surveying & mapping

Geograptes nformation systems
s peoduetion

Topographic survey & soting out
Scientific applications

Earthquake magnitude estimation
Pale lecanics

Metecroiogy

Sy vehice ortal desermiralion
Space wealher (derved loncephere activity)
GNSS reflectometry & occultation

Mavigation (M)

Leizure & entertainment
Geocaching, cycing. hiking

Fisting usng GRS

Gaming

Space vehicles.

Launch & ot injection

Trajeciony contml

Rendezvous & docking
spae-tese augmentation systerms
Car & pedestrian navigation

/AKts for visually Impaired

Road tane idenlificalion

Aar

Take: ol Fancirg, g

Flight path control. air space management & collision avodance
Giourk-tiesed augmenbstion systeres
‘Space based augmentation systems
Drones

Marine

Harbour aperations

Inland waterway & cosstal navigaticn
Dredging

Emergency Services

Folice, fre brigade, ambulance
Coaslguird, eboats

Civikan search & rescue

Military

Precision ardnance

Conrrmiankt & ool

Battiespace management

Raght operabions, reconnalssance:
Parachule & equipment drops
Cormbat scarch & rescus

Aireran approach & kanding

Crone operatians

Table 3.1

Sector dependency on time and position

Telecoms | Emergency :

Energy
Services

Finance

Transport

Time \/

Position

FRPRPIPRPIP PP ... ...: 13-

Table 1.2 | New technologies will only increase our reliance on GMNSS

New elecoms: 56
Smart infersecions.

Wkt of Things

Aulonomous vehides

WVenicke usage & taxation

CubwSals

Mext generation air traffic control

Sprace: Il meagement

Commercial guaranteed service level

et gesierasan regrnal augmentalion syslems
Phased aray satellite fransmissions

Goostationary ortit posiionng usng GRSS sic kbes
Signal infegity

Jamming & inberierence resibent PNT

But it has many vulnerabilities:
Jamming

Spoofing

Meaconing

Environmental changes

O O O O O
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Natural causes...

GPSJAM

About | FAQ

08/10/2024 1

2024/10/09 00:06

www.stce.be

Daily maps of GPS interference
] FAQ

gpsjam.org

... Or not
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One answer...
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Belgian Optical network for Optical frequency Standards and TimE Dissemination

» Implementing a Time & Frequency (T&F) optical network in Belgium
» 1 M€ funded by BELSPO, until the end of 2026
» Project lead: ROB With the great support of:

O R. Marion (PI)
Q G. Leportz I'®
O E. Pinat

Q P. Defraigne

vatoire - SYRTE

de Paris

» Strong collaboration between ROB & Belnet
O T&F signals produced and monitored by ROB
U Transported by Belnet over its optical fiber network

» Also transport signals internationally through collaboration with GEANT into European C-TFN project
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(1fs)

Performances

Type of signal

NTP
(betime.be)

PTP

GNSS

White Rabbit

Ultra-stable optical signal

Time service

Frequency service

> Existing technologies

> New services developed
In BOOSTED project
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[Time service |

White Rabbit

COLLABORATION

o
Qpﬁt. @ Pl K/\TlME SYSTEMS

TIME PROVISIONING

creotech NATIONAL TIME SERVICE CENTER

N TS CHINESE ACADEMY OF SCIENCES
/s\ SAFRAN
\/



...coming with many
new opportunities!
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Quantum networks:

* Now: Quantum Key Distribution (QKD) — secure exchange of quantum information (photons)
* Future: networks of entangled qubits and photons for distributed quantum information processing

detector 1 detector 2

%/,%

optical network
photon B

optical beam

H‘Wﬁgoton A splitter

qubit A | qubit B

* Quantum information processing requires entangling qubits A and B
* Entanglement achieved if two photons arrive at the same detector

- but only if two photons are indistinguishable: same color, same arrival time
* In practice: photon emissions must be timed within 0.1 nanosecond*

* Moehring et al., Nature 449, 68 (2007); Stolk et al., PRX Quantum 3, 020359 (2022)|

Source : slides of J. Koelemij, UvA, Géant T&F workshop, CERN, 2024
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» The speed of light is a constant : ¢ ~ 300000 km/s = 30 cm/ns

» A time accuracy At = 0.1 ns corresponds to a positional accuracy Ax = 3 cm !
(AXGNSS = 115 m)

4G, 56
Industry ‘ Mobile Internet P

y Smart highways
(UTC traceable) Self-driving vehicles

Atomic clock

Source :“The Fifth Element”, L. Besson
Source : “SuperGPS project”, TU Delft
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Donadello, S., Clivati, C., Govoni, A. et al.
“Seismic monitoring using the telecom fiber network”.
Commun Earth Environ 5, 178 (2024)

https://doi.org/10.1038/s43247-024-01338-2
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Frequency: ... to next-generation Perimeter
Intrusion Detection System (PIDS)?
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National Network

nnedct Mg communities |
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The BELNET network |-

NETHERLANDS

||
|
West Flanders Erst Flanders GERMANY
: FlemigjyBrabant
- o

FRANCE ! Luxembourg
|

§ 30 km N
I AT e
@ 20 mi _*_ D=0 Mercator
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The Belnet network

- —

‘Wi;l'l

FIBER FOOTPRINT

RITWERPY)

GEEL

@-@

) [
- -
~ MZED ")

\
N N

-
——
o

KORTRIx

1 a
0

LUvEn L‘:“"”i
~ / =
0900

)
L)
MESTRIONT
JEDERLAD)

Belnet

B >
\..) LR

- "6.'—
> ﬁ
OUVRID ROV 2

®-@-
[ ¢3
/\.\, LR
f|Am
-

o

FOCSRALETTE
DEMBOUN

[[ﬁmmemmq communities

Belnet




*

* % %k K
L2 0. 8.1

Royal Observatory
of Belgium

The BOOSTED network [

FIBER FOOTPRINT

[SCK-CEN
*;,.

=== BOOSTED
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The (FOTON) network

o0 l == BOOSTED
f f mmm=  FOTON ?
FO— [ULB|e: ﬂ " (April 2025 ?)

UCLouvain

fnls

L LIBERTE DE CHERCHER

ILNAS ?
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Belnet

[[‘,n nnecting communities

FIBER FOOTPRINT
UGhent UAnvers
*—I_f m== BOOSTED
UHasselt
mmm  FOTON ?
(April 2025 ?)

X m EWI/FWO ?
(2025-2026 ?)

DEPARTEMENT

ECONOMIE 7‘* Vlaamse
WETENSCHAP & (} | overheid
INNOVATIE

fwo

ILNAS ?
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European Network
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C-TFN build in GN5-2 (red lines)

O Copenhagen
Lithuania
UMEK
PSNC Torun
K Poznan
:rr:unschwelg:‘ Slubice ﬁ
SURF 5 O l
. : i
vsL l % L
Delft
NPL / l Elndhoven UL
Londen
Lille a Wroclav
IRE
Brussels
Prague @
ILNAS CESHEY G G Cieszyn
op @ L""embourg Karlsruhe
Patis Ostrava
Strasbourg G ........... South-East
Europe
: BEV
GBaSEI *Vienna

Grenoble G ] ) et
{.;} Bordeaux O\@ _ wo Trieste

* Madrid
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» Key technologies for the network are mature. First connections scheduled for late 2025
» Fundamental resilience against GNSS threats
» Much better performance = new market opportunities:

» new technologies

» security applications

> business

» Target:
research infrastructure - sustainable and public utility infrastructure

» ldeas ? Suggestions? interests? Get in touch:

raphael.marion@oma.be
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Extra slides
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‘B UCLouvain High-resolution spectroscopy Space-qualified clock characterization
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. S UNIVERSITE
U MONS Coherent detection phase-OTDR O LIBRE Cavity solitons
2 DE BRUXELLES
""""" El & [ Gwaser 7 b ’
Coupler i Circulator 7; z+lz _
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European Transport
Layer (Geant + NMI)

Producer
Layer (NMI)

Transport
Layer (NREN)

Commercial distribution B
Layer (TELCO) =

Users Layer B

—

Commercial users Institutional users
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